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Introduction

For as long as the internet has been out, there has been security protocols introduced to make it
a safe place for people to do their daily tasks. No person wants to worry about their card getting
stolen or their information getting leaked to the public. Everyone must be cautious of who they
talk to online because they can be hacked. Now there are 3 different types of hackers we will be
going over. | know when you first think of a “hacker”, there is an immediate negative connotation
that comes with it. I'll tell you not all hackers are bad hackers and there is a such thing known as
good hackers or ethical hackers. | will go over black hat hackers, grey hat hackers, and white
hat hackers.

White Hat Hackers

Ethical hacking is an information security branch and called as “Penetration testing” or “White
Hat hacking”. They are waged professionals. To overcome the risk of being hacked by hackers,
we have ethical hacker in this field, which are specialized in computer security that violates and
find loopholes in protected networks or computer systems of some organizations or companies
and corrects them to improve security working under set of rules and regulations by various
organizations. These are the people who try to protect data while on the internet with various
attacks from hackers and keep it safe with the owner. Ethical hackers use the same approaches
as black hat hackers, but their intention is to use their knowledge productively. Information
obtained from ethical hacking is used to maintain the security of the system and to prevent
system from further potential attacks.

Grey Hat Hackers

A Gray Hat Hacker is a security expert who frequently breaches the law but has no malicious
intent such as the black hat hackers. The word Gray Hat is obtained from Black Hat and White
Hat because white hat hackers or ethical hacker discover weaknesses and loopholes in the
networks and computer system or and do not tell anyone until it is fixed, while others hackers
apart from the black hat illegally hack the computer system or the network to discover loopholes
and leak the information to the third parties and the gray hat hacker does not illegally hack and
does not tell anyone how to do it.

Black Hat Hackers

Black hat hackers are criminals who bypass security protocols and break into computer
networks. Their primary goal is to make money, but sometimes, they’re involved in corporate
espionage or activism. Not only do they look to steal data, but they often seek to modify or
destroy it, depending on their motivations. People belonging to this category can be any age,
gender, or ethnicity.
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